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As usual, I enjoyed discussing history, philosophy and political conundrums with my 
mother, Dr. Eve Kornfeld, Professor of History at San Diego State University.



 For centuries, people have been concerned about the balance between individuals and 
society.  The use of technology has made these questions key to science and engineering.  If the 
technology is good for society and the security of everyone, how much weight should be placed 
on the rights and liberties of individuals?  These questions could appear with the application of 
the technology I created in my Science Fair project, an autonomous robot that senses chemical 
vapor. 

Historical Background 
 The articulated foundation of this debate comes from the Enlightenment.  The debate 
about government in the works Thomas Hobbes and John Locke at the end of the seventeenth 
century displays some of the basic ideas about the nature of authority over everyone, something 
good for the security of society compared to individual rights.   

Writing from the context of the bloody Civil War in England, Hobbes argued in 
Leviathan for strong, powerful authority to end war and bring security and peace to all society.  
This privileging of powerful authority, by any means, during wartime has repeated through the 
centuries, and continues, by some accounts, in the United States today.   

On the other hand, Locke believed that security was dangerous without individual rights, 
which include “Life, Liberty, and Property”.  His Two Treatises on Government and other works 
influenced many other Enlightenment thinkers, both in Europe and in the United States, where 
the Revolutionary leaders used his ideas extensively in the Declaration of Independence.  All 
people should have the inalienable rights to “Life, Liberty and the Pursuit of Happiness”, it 
declares.  Later, the United States Bill of Rights outlined some individual rights specifically, 
including the right to privacy, making individual liberty a strong and enduring theme within the 
United States.  As Benjamin Franklin stated, freedom was far more important to the Founding 
Fathers than security. 

Another central expression of individual rights was John Stuart Mill’s On Liberty, 
published in 1859.  He suggests that society should do nothing to interfere in the actions of 
individuals unless those individuals are harming society or preventing other members of society 
from exercising their rights.  In other words, action cannot be preemptive; it must be as a 
response to previous action by the individual. 

To invade on the privacy rights of an individual without clear evidence of harm done by 
that individual is an over-extension of social and government powers, Mill, Locke and the 
American Founding Fathers would argue.  This would include monitoring an individual’s private 
property in an effort to detect threats before they occur so that society in general has more 
security.  During times of conflict, governmental authority, supported by society in general, has 
taken actions that infringe on individual rights, such as privacy or habeas corpus so that society 
is more secure.  Recently, controversy over warrant-less wiretapping within the United States has 
been an example of the use of application of technology in a situation with a variety of ethical 
consequences.  Similarly, applications of my science fair research could have ethical 
implications involving the age-old contest between security in society and individual rights such 
as privacy. 

 
My Science Fair Research 

 For my science fair project, I created an autonomous robot that could sense chemical 
using common electrical parts such as a photodiode and LED, the LEGO RCX microcomputer, 
and porous silicon as the chemically sensitive material.  Porous silicon translates the chemical 
signal into a visual one by changing color.  Starting from scratch, I built a sensitive vision sensor 



and connected it to the RCX, added the silicon, a black box and an LED, and took readings to 
test the sensitivity of the sensor.  I taught myself the programming language LabVIEW to write 
the control programs and used them to take the readings and control robot response to the 
presence of chemical.  Statistically, I found that the robot should always detect chemical when it 
is present and experimentally, the robot was accurate in turning an alarm on and off when 
chemical vapor was inserted and removed from the box. 
 

 
This is a picture of my robot.  The black box near the top contains the photodiode, LED and 
porous silicon.  The yellow box at the bottom is the microcomputer, which runs the control 
programs.  Currently, the LED is powered by a battery.  The actual size of the sensor box is 

1.5 inches x 1 inch x 1 inch.  Using a different microcomputer, which is what would occur in any 
commercial or military application, the rest of the robot could be made much smaller.   

 
Potential Applications of my Robot and Ethical Considerations 

 This chemical sensing technology has potential uses in security.  A chemical alarm 
mounted in an area like a smoke detector could be a powerful warning system.  A mobile 
chemical detector could rove a potentially dangerous area, possibly even tracking chemical spills 
to their source by detecting the presence of vapor above them.  The small size of the robot means 
that it would potentially be hard to detect, and could be hidden. 



 The robot can detect any Volatile Organic Compound (VOC) that includes chemicals 
such as ethanol and other alcohols, industrial solvents (often toxic), and, potentially, poisons 
used, for example, on the battlefield, but do not include water or other common compounds.  
This general range makes the detector versatile, but also increases the risk that a detector 
installed for one reason, such as detecting an industrial chemical spill, might respond for another 
reason, which could have unintended consequences. 
 Specifically, applications within fields such as homeland security and the military lead to 
large ethical questions.  If a robot was at an airport, for example, current ethical questions, such 
as profiling of ethnic groups, could be applied to use of the chemical detector.  Choosing a 
sample of the population to undergo a chemical check, for example, could lead to a reduction of 
civil liberties.  Within the military, the applications of a chemical detector could save lives of 
soldiers and civilians.  However, the military might be tempted to couple this technology with 
other destructive technologies, or to use it in a way that violates the rights of people either in the 
United States or internationally because of the focus on security. 
 Maintaining a hidden chemical detector could violate rights to privacy and have ethical 
considerations similar to the current wire-tapping debate.  Tracking a chemical spill might lead 
to an invasion of private property, since a robot wouldn’t know to stop, and violate rights in that 
way.  Individual rights like these might be sacrificed so that the security of society might be 
protected with less risk to human life.  Also, if it were decided to place these detectors in 
locations where they might invisibly monitor individuals’ chemical usage, evidence from the 
alarms might be used to prosecute someone accused of making a chemical weapon or using 
illegal drugs.  Could a chemical detector placed in a car be used as evidence in a drunk driving 
case?  Would the hope of preventing drunk driving be a valid reason to put a detector in a car?  
In the case of potential danger to society, this type of technology could be considered pre-
emptive, and according to the ideas of J.S. Mill, not within the authority of society. 
 

Ethical Guidelines for Application of Chemical Sensing Technology 
 The basic guidelines include strictly observing the spirit and letter of federal and state 
laws that apply to privacy and other ethical issues.  The spirit of the United States Bill of Rights 
suggests that placing the detector within private property without a warrant, or using its 
circumstantial presence without a warrant would not be right.  The acquisition of a warrant and 
other legal systems were created to protect individual rights; there is no reason not to try to 
obtain one if a spill-sensing robot takes police or military to a private property.  There is no 
reason to determine categorically that this technology cannot be used to detect the creation of a 
chemical weapon or other actions harmful to society and prevent them from happening, but there 
must be sufficient evidence garnered from the documented accuracy of the detector and other 
factors to convince those necessary to obtain a warrant. 
 In the homeland security arena, such as placing chemical detectors in an airport, an 
important guideline is the maintenance of the “innocent until proven guilty” concept.  Since, 
according to my results, my detector currently has a small probability for false positives that 
might occur over tens or hundreds of thousands of runs, it is important to not jump to 
conclusions, based on robotic evidence.  It is necessary to amass other evidence through human 
investigations and other security checks. 

Any military application must balance the potential to save lives with the potential to 
cause harm of any kind, whether it comes from disrespect of rights or physical harm.  Besides 
remaining within the bounds of legality under all appropriate national and international laws and 



guidelines, the military must also maintain the “innocent until proven guilty” concept, respect the 
privacy and property rights of people nationally and internationally, and eschew any attempts to 
use this technology for offensive purposes.  Having the ability to detect chemical warfare agents, 
for example, could lead to a slippery slope that culminates in the use of those agents.  The bound 
has to be clearly stated and adhered to that this technology cannot be used for, or assist with, 
offensive military actions; in the case of chemical weapons, which are illegal internationally, this 
technology cannot be used in a way that would go against the spirit or letter of any national or 
international laws or treaties.  Using these guidelines in the application of my chemical detecting 
robot will ensure that the use of technology is solely beneficial and ethical. 
 
 Faced with thorny ethical questions, it would be easy to admit defeat and end research or 
use of the technology.  But a chemical detecting robot has the potential to save lives and do other 
important work, helping both individuals and society.  The key point is to acknowledge the 
ethical issues and ensure that the application of this technology remains beneficial for everyone 
involved, and does not infringe on individual rights.  By examining the possible uses of a 
chemical detecting robot in the context of historical and current debates over individual liberty 
and security, and carefully considering the ethical dimensions of this new technology, we can 
discover ethically sound ways of helping humanity. 
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