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 “You own your cell phone, but it’s a little more complicated than that…”  
 

“The location of the cell phone tower that a user connects with is a proxy for the location of the 

user.   The data can produce a record of everywhere the user has been for the past six months, 

and other people can have access to that information.” 

 

Who Are The Players?  Users; service providers; manufacturers; content providers (Google); 

application providers; data providers; advertisers; also thieves, hackers, terrorists, government.  

“Your phone does not live all by itself.  There are a lot of services and infrastructure behind it 

that you need to make your cell phone work.” 

 

“Every cell phone is a cellular eavesdropping device. It is designed to decode cellular 

transmissions, and it has a list of the people you‟ve called recently.” 

 

Digital Rights Management:  Who owns the data? 

The data you share – account numbers, passwords, stock portfolio – is accessible.  “You give 

away ownership when you click on the license agreement.”  

 

“This is a big problem in terms of privacy.  We‟re used to the idea that when we go out in 

public, we‟re anonymous.  When you carry a locating device, you‟re no longer anonymous.” 

 

Examples of privacy lost: 

 Schools routinely look at the content of phones confiscated from students. 

 Police in Michigan can search a driver‟s cell phone during a traffic stop. 

 U.S. Customs officials can search your cell phone when you cross the border. 

 Advertisers:  “The more they know about you, the better they can sell stuff to you.” 

Tip:  “Put a pass code on your cell phone to prevent people from stealing it and using it easily 

… and to prevent the gratuitous use of all the data on it.” 

 

Audience Q&A 

 

Q.  Aside from stealing, how can people get access to your phone? 

A.  Write an application and convince you to download it; find a bug in the phone‟s software and 

exploit it to make the phone do things that it isn‟t programmed to do. 

 

Q.  I’ve gotten mysterious calls from a town in Montana.  Are they trying to get access?  

A.  They‟re probably trying to sell you something or to “social engineer” you into a scam. 

Tip:  “whocalled.us” is (according to its website) “a collaborative caller ID, useful for finding 

out who called and what they want. It was the first of its kind, released back in 2005.” 

 

Q.  If you use your AT&T Smart Phone to access Facebook, you have different privacy 

agreements with AT&T and Facebook, so which one prevails? 
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Tips: Turn on encryption. 

 Find out if Facebook provides an “encrypt all traffic to Facebook” service. 

 Gmail will turn on an encryption service so no one can eavesdrop or read your mail. 

 

Q.  With wireless, can you encrypt all the traffic on your cell phone? 

A.  No, because the people you want to talk to may not be able to accept or understand your call. 

Tip: You could send information to your home network, encrypt it, and send it back out. 

Two kinds of encryption: 

 Encryption in place keeps your phone safe. 

 Communication encryption by your web browser encrypts transmission of data. 

 

Q.  In a “packet environment,” air gaps between plans/cell towers drive the encryption. 

A.  More and more service is becoming digital.  It‟s really the air gaps that are more at risk for 

privacy.  “The flip side of this is that long distance keeps getting cheaper and cheaper.” 

“Smart phones don‟t just have one radio; they have several.  They talk to the provider, WiFi, 

Bluetooth, and GPS, and any of those can be attacked.” 

 

Q.  If I use my Verizon Vodaphone in Germany, can German laws extract more data? 

A. “Let me assure that Verizon would never gather information about you and give it to 

someone.  They would sell it.”  But Verizon, as a monopoly, is subject to government regulation 

… and they‟re going to obey the laws of Germany.” 

 

Q.  Is Near Field Communication (NFC) the next big thing? 

A. “NFC is „a‟ next big thing.  Transactions will be encrypted.  If not, fraud will happen.”  

Augmented reality:  The camera on your phone will identify the person you meet and tell you 

when you last saw him. 

 

Q.  If you can use your phone for medical applications, FDA could regulate it as a medical 

device.  [Mike: Eric Topol in SD is an expert on that.] What about pre-paid phone service? 

A. You still have a contract with T-Mobile, which routes your calls and data.  The only 

difference is in the billing. 

 

Q.  The trade-off is connectivity/integration vs. security/privacy. What are the options? 

A. “Some of the choices are pretty stark. … One easy choice: Don‟t carry the device. … 

Applications work well with other applications because they share data. 

Tip:  You could buy an iPod Touch and use WiFi networks. 

 

“These kinds of devices have become not only ubiquitous but also indispensable.  It‟s neither an 

unalloyed boon nor an unalloyed menace, and that‟s what makes it hard.” 

 

Q.  If you’re not doing anything wrong, you have nothing to fear. 

Beth Givens, Privacy Rights Clearinghouse: I‟m not doing anything wrong if I‟m attending an 

anti-war rally or visiting a Planned Parenthood clinic.  But some may find that socially 

unacceptable. 


